


Anatomy of an attack..

Cel: firma Aupticon
Branza: technologie, R&D, self-driving cars






Firma Aupticon zostata zdestabilizowana,
zaszyfrowano tresci, wstrzymano systemy



Ale zaczniymy od poczatku






#1 Reconnaissance aka RECON



#2 Initial compromise






#3 Command and control (C&C)
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#4 Toolset installation

cracks
Scanners
Scripts

sniffers decryptors
Spoofing deamons






#5 Czym jest flat network ?
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Co mozemy zrobi¢ na poziomie sieci?



takome kaski:
#Know how
#Lista klientow
#Payroll / Wynagrodzenia

#Corruption / Disruption



Skanujemy sie¢ uzyskujac liste podatnosci 1 systemow

” ] ==mms r

‘ 7 %? Stabe hasta

KU Wersje systemow

oo

: Podatnosci

EZ
)




Z know how bylo tatwo — hasto admin/admin123

FTP z dokumentacjq techniczng
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Ok, znalezlismy system ksiegowy, ale hasto jest silne...
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10.10.1.20
bbbb:bbbb:bbbb
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cccciccece:cece

Ok !10.10.1.10 1s now bbbb:bbbb:bbbb



Jak nazywa sie atak, w ktorym atakujacy
znajduje sie na sciezce miedzy nadawcy, a
odbiorca?




Teraz system ksiegowy mysli, ze uzytkownik jest pod
nowym MAC, i1 odwrotnie...
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Przyglgdamy sie ruchowi i po kilku minutach
mamy uzytkownika i hasto!



Inny przykiad MITM aplikowany tatwo w sieciach Wifi
802.11 — DHCP + DNS spoofing
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Czy jestesScie pewni, ze DNS, ktory
dostajecie w ramach Hot Spot, nie jest
podstawiony?



W |£] Employee Summary

[ GL Summary
[1Earnings Summary
[Z1Accrual Listing
[31Workers Comp Listing
[#1Workers Comp Summary
[21401K Listing

[H 401K Summary

[£1401K Export

More»

Czemu oni tyle zarabiaja?

MNumber of results: 3%

Run Num

73 22222.
73 DD23...
73 22222.
73 DD23...
73 22222,
73 DD23..
73 22222,
73 22222,
73 22222,
73 22222,
73 DD24..
73 22222,
73 22222.
72 22222,
72 bD22..
72 22222.
72 DD22..
72 22222,
72 DD22..
72 22222,

Date

4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017
4/28/2017

Name

Jenni Barn

Bill Curran

Will Curran

TJ Diamond
John Does
Bertram Gilfoyle
Darryl Hannah
Theodore lles
Mark Matters
Andre Amesley
Arden Miles
John Smith
Angela Thomas
Jenni Barn

Bill Curran

Will Curran

TJ Diamond
John Does
Bertram Gilfoyle

Darryl Hannah

Gross

$20,000.00
$4,000.00
$200.00
$290.00
$8,000.00
$2,800.00
$8,200.00
$100.00
$385.00
$750.00
$1,040.00
$2,630.00
$1,750.00
$20,000.00
$4,000,00
$200.00
$290.00
$8,000.00
$2,800.00
$8,200.00

Withholding
$8,314.87
$1,420.48
$0.00
$48.01
$3,051.10
$373.38
$3,405.22
$9.90
$62.77
$155.57
$172.72
$347.57
$487.81
$8,314.87
$1,420.48
$0.00
$48.01
$3,051.10
$373.38
$3,405.22

Employer
$42.00
$346.20
$0.00
$22.19
$612.00
$233.75
$627.30
$13.75
$52.94
$103.13
$13.63
$201.20
$139.43
$42.00
$413.20
$0.00
$22.19
$612.00
$233.75
$627.30

Deductions

$0.00
$1,000.00
$0.00
$0.00
$0.00
$1,100.00
$100.00
$0.00
$0.00
$0.00
$100.00
$600.00
$3.00
$0.00
$1,000.00
$0.00
$0.00
$0.00
$1,100.00
$100.00

Net

$11,685.13
$1,579.52
$200.00
$241.99
$4,948.90
$1,326.62
$4,694.78
$90.10
$322.23
$594.43
$767.28
$1,682.43
$1,259.19
$11,685.13
$1,579.52
$200.00
$241.99
$4,948.90
$1,326.62
$4,694.78



Z lista klientow to byto tak... path traversal

B Index of fadmin/backup

€« C [T www.vunweb.com/adminbackup, o=

Index of /admin/backup

Name Last modified Size Description
a Parent Dorectory
ETP lslog 2012-10-25 08:20 63K
database_connect.php 2012-10-25 0822 298
@ db_dump sql 2012-10-25 08:21 98K
old_pass tt 2012-10-25 08:22 6 3K

Apacheal2. 4.2 (Wini2) OpeniSLii 0 1c PHE/S 4.4 Server af wwwovnlmweb.com
Fort 80




takome kaski — co mamy?:
#Know how
#Lista klientow

#Payroll / Wynagrodzenia



Destabilizacja sieci 1 systemow



Denial of Service na urzadzenia sieciowe
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Jak nazywa sie atak, w ktorym w kierunku
ofiary wysytany jest strumien pakietow
typu ICMP?




Wewnetrzny DDoS wycelowany w system



DDoS na poziomie sieci — smurf attack

Flood with directed broadcast
to large segment

Spoofing the source of victim —— f-
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Distributed DoS na e-commerce



E-commerce DDoS od srodka




Blacklisting, czyli problem z reputacja



Source spoofing - blacklisting

Pl:
120.168.1.0/28

SRC: 120.168.1.2
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Bothets & RTBF




A nasz bohater szyfruje dane kompletnie
destabilizujac prace firmy
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Czy jest jJakas odpowiedz na te ataki?

ARP Spoofing vs

Scanning vs

Network infra DoS vs

TCP flood vs

Botnets vs
Source spoofing vs
Network level DDoS (Smurf) vs

Malware vs



Jak planowac kariere?

https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-

1 milion miejsc pracy w cybersecurlty w cybersecurity-job-openings-in-2016/#2767db1b27ea

2016

,, ...Every year in the U.S., 40,000 jobs for information security analysts go unfilled...”

- Forbes
Specjalizacje
Network Security Engineering Application Security Tester Chief Security Officer
5 — 9k PLN netto 6 — 12k PLN netto 14 — 20k PLN netto
Systems Security Architect Network Security Tester Cybersecurity Analyst

9 — 14k PLN netto 6 — 11k PLN netto 9 — 16k PLN netto



Wiecej techniki 1 szkolen na

www.grandmetric.com
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